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1	Decision/action requested
Approve the pCR to add security requirement to make well connected NF trustable.
2	References
   
3	Rationale
Solution 4  involves a new NF (i.e., an instance of existing NF that is well-connected) that can store a security key in the network after a successful UE primary authentication and can provide an AMF key when required to the Target AMF which cannot communicate with an initial AMF and/or source AMF directly.
This means Target AMF trusts a well-connected AMF in the netwok, whereas it doesn’t trust another AMF which is the source AMF. 
What makes the NF type AMF less trustable than a well connected NF? Does the AMF have any inbuilt vulnerability or weakness, which well connected NF doesn’t have? What are the possible attacks an AMF can mount on another AMF? Without discussing any of these simply saying a source AMF is not trusted whereas a well connected NF is trsuted doesn’t make sense.
From a connectivity point of view, it is the well connected NF, which is connected to multiple NF instances which is less trustable than a Source AMF, which does only the functions of AMF. A well connected AMF may be used as a transparent pass through by other NFs to attack any AMF.  Hence unless security properties are defined to secure the well connected NF compared to an AMF, it is not trustworthy.
[bookmark: _GoBack]It is proposed to add few more Editor’s Note to address this security solution.
1) Editor’s Note: Security properties of well-connected NF to make it more trustable than an AMF is FFS.
2) Editor's Note: It is FFS how the isolated target AMF identifies the new NF as trustable compared to initial AMF.
[bookmark: _Hlk61194426]3) Editor's Note: It is FFS whether the new NF needs to do any additional authentication of the context request from target AMF to prevent context transfer to wrong target AMF.
4) Editor's Note: It is FFS how the UE learns the correct ABBA parameter to be used by the target AMF.
4	Detailed proposal


********* START OF CHANGES *************************************************
[bookmark: _Toc513475452][bookmark: _Toc25533515][bookmark: _Toc56775137]6.4	Solution #4: Solution to enable NAS Security for AMF reallocation and reroute via RAN Scenario
[bookmark: _Toc513475453][bookmark: _Toc25533516][bookmark: _Toc56775138]6.4.1	Introduction
The solution addresses key issue #1related to NAS security context handling in AMF reallocation and reroute (via RAN) scenario, where N14 interface may not be supported between the AMFs (example. for the target AMF due to strict slice isolation requirements).
The solution considers the following scenarios to address the registration failure(s) related to the AMF reallocation and reroute via RAN Scenario :
-	During an initial registration procedure, N14 interface may not be supported between the initial AMF and target AMF.
-	During a registration due to mobility, N14 interface may not be supported between the initial AMF and target AMF and there is also a possibility that N14 interface may not be supported between the reallocated AMF (i.e., target AMF) and the Source AMF (i.e., during Mobility registration update procedure).
[bookmark: _Toc513475454][bookmark: _Toc25533517][bookmark: _Toc56775139]6.4.2	Solution details
[bookmark: _Hlk60950059][bookmark: _Hlk55907704]The solution enables NAS security availability in the Target AMF during an AMF re-allocation and reroute (via RAN) as shown in Figure 6.4.2-1. The solution involves a new NF (i.e., an instance of existing NF that is well-connected) that can store a security key in the network after a successful UE primary authentication and can provide an AMF key when required to the Target AMF which cannot communicate with an initial AMF and/or source AMF directly.
[bookmark: _Hlk61194169]Editor’s Note: Security properties of well-connected NF to make it more trustable than an AMF is FFS.




Figure 6.4.2-1: Enabling NAS Security for AMF re-allocation with NAS re-route via RAN using a new well-connected NF
Case 1- Initial Registration:
The steps involved in the solution shown in Figure 6.4.2-1 is described as follows.
Step 1-3.	The UE sends the Registration Request to the initial AMF and the procedure shall follow similar to TS 23.502 [2] Clause 4.2.2.2.2. Where at this step, the UE and network authentication would have been successfully completed and following a successful primary authentication, the NAS security between the UE and the initial AMF would also have been successfully setup. The UE will contain the NAS security context. The initial AMF will contain the NAS security context for the UE. 
Step 4.	The initial AMF determines to reroute the NAS message to the Target AMF via NG-RAN (as the initial AMF is not the appropriate AMF to serve the UE based on TS 23.502 [2] Clause 4.2.2.2.3), but the main issue here is that the Target AMF cannot fetch the UE's NAS security context (i.e., Kamf) from the initial AMF either directly (as there is no N14 interface) nor via NGRAN (as NAS security context cannot be exposed to the NGRAN performing the routing of initial NAS message). To facilitate NAS security context provisioning to the Target AMF for the corresponding UE's ongoing registration procedure, a new NF is introduced which is slice agnostic, well-connected and located in the serving network. In the absence of N14 interface between the AMFs (i.e., Initial/Source AMF and Target AMF), the new NF acts as the UE security context storage and control function managing the security context at the serving network which is provided by the home network after a successful authentication. New NF governs slice security requirements and facilitates NAS security context sharing among AMFs when required during Initial Registration procedure and Registration mobility update procedures related to AMF reallocation with Reroute (via RAN). If the Initial AMF has the complete initial NAS message received from the UE in NAS SMC complete, the initial AMF can send the complete initial NAS message  to the Target AMF via NG-RAN by requesting a Reroute NAS security context from the new NF to facilitate security context provisioning to the target AMF. The initial AMF sends an AMFRealloc_Security Context Request message (over a new service-based interface) to the new NF which includes Target AMF information, AMF_Reroute_Security Required indication, and SUCI.
Editor's Note: Security procedures over the new service interface between the new NF and target AMF are FFS.
Step 5.	On receiving AMFRealloc_SecurityContext Request message, the new NF based on the SUCI finds the SUCI-SUPI pair from its local memory and then based on the retrieved SUPI identifies the locally stored security context. Further the new NF generates the reroute security context (NAS_Sec_ID) from the locally stored anchor key (i.e., a slice agnostic key). The new NF locally stores the derived reroute security context along with the Target AMF authentication. NAS_Sec_ID is the hash code of  security anchor key SUPI and Target AMF information, which enables to authenticate the Target AMF for fetching any security context at a later point of time.
[bookmark: _Hlk61191951]Editor's Note: Whether RR and related information rerouted via RAN need to be protected against RAN is FFS.
Editor's Note: How does the new NF obtain the anchor key and SUCI-SUPI is FFS.
Step 6.	The new NF sends reroute security context (NAS_Sec_ID) to the initial AMF in the AMFRealloc_Security Context Response message.
Step 7a.	The initial AMF sends the reroute NAS message along with NAS_Sec_ID to the target AMF via RAN. The additional information also contains the Target AMF information as specified in step 7(B) TS 23.502 [2] clause 4.2.2.2.3.
Step 7b.	The NG-RAN forwards the received reroute NAS message to the appropriate Target AMF as specified in step 7(B) TS 23.502 [2] clause 4.2.2.2.3.
Step 8.	After receiving the reroute NAS message with NAS_Sec_ID, the Target AMF determines that, it should fetch the corresponding security context from the new NF to handle the received rerouted NAS message. The Target AMF if required locally stores the received rerouted NAS message along with SUCI and NAS_Sec_ID (as part of Re-route security information). 
Step 9.	The Target AMF on receiving NAS_Sec_ID sends the NASKey_Request message to the new NF containing the SUCI, NAS_Sec_ID, and Target AMF information (such as AMF ID or NSI ID etc). 
Editor's Note: It is FFS how the isolated target AMF identifies the new NF as trustable compared to initial AMF.
Step 10.	The new NF on receiving the NAS_Sec_ID, SUCI and AMF information, it verifies the NAS_Sec_ID to authenticate the Target AMF to provide the security information. If the NAS_Sec_ID validation is successful, the new NF generates the new NAS security context (Kamf) to be provided for the Target AMF. 
[bookmark: _Hlk61194263]Editor's Note: It is FFS whether the new NF needs to do any additional authentication of the context request  from target AMF to prevent context transfer to wrong target AMF.
[bookmark: _Hlk55908547]Step 11. The new NF sends to Target AMF the NASKey_Response message containing SUPI, NAS_Sec_ID, Kamf, N-NSCI (to indicate the Target AMF that the Kamf is derived from the anchor key). and a special ABBA parameter (to indicate Slice specific security feature defined for 5G) 
Step 12.	The Target AMF initiates a NAS security mode command with the UE to align the new NAS security context with the UE. The Target AMF locally stores the received SUPI, Reroute Security context (NAS_Sec_ID), N-NSCI, Kamf, and the special ABBA parameter along with the ngKSI.
Step 13.	The Target AMF selects the NAS security algorithms (integrity and ciphering algorithms) based on the UE security capabilities and sends a NAS security mode command message with the UE which contains the New NAS Security Context Indicator (N-NSCI), and the special ABBA parameter value.
Editor's Note: It is FFS how the UE learns the correct ABBA parameter to be used by the target AMF.
Step 14.	The UE on receiving the N-NSCI in the NAS Security mode command message, uses an anchor key locally stored or newly derived one to derive a Kamf similar to the new NF and the one available in the Target AMF. The UE uses the special ABBA value and N-NSCI received in the Kamf generation. 
Step 15.	The UE after a successful validation of the NAS Security mode command message, sends a NAS security mode complete message to the Target AMF.
After a successful NAS Security mode command procedure between the target AMF and UE, the target AMF sends an initial Context setup message to the NG-RAN to initiate AS SMC between the UE and NG-RAN to set up AS Security based on the new NAS security context available in the Target AMF. Rest of the procedure executes similar to the existing 5G System.

Editor's Note: The need for the anchor key, the need for its further uses and its provisioning is FFS.

Case 2- Registration Mobility Update Procedure:
Editor's Note: This section will capture the adaptations required for steps shown in Figure 6.4.2-1 to address AMF-reallocation related to registration mobility update procedure.
Editor's Note: How to solve idle mobility registration with 5G-GUTI is FFS.



[bookmark: _Toc513475455][bookmark: _Toc25533518][bookmark: _Toc56775140]6.4.3	Evaluation
TBDThis solution makes the SUPI-SUCI pair of the UE known to a new NF, outside of the isolated AMF. The new NF also stores the context of the UE. This essentially makes the UE identities and the context known to two network NFs, initial AMF, new NF, other than the target AMF.
Even after introducing a new NF, the RAN is involved in the re-route.
********* END OF CHANGES **************************************
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